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Shepherd Compello Privacy Policy 
 
Compliance with Applicable Data Protection Laws 
 
Shepherd Compello Ltd trading as Shepherd Compello and/or EPG Administration Services is responsible 
for ensuring compliance with relevant data protection laws. We will, at all times, keep your data confidential 
and private and protect your data as we protect our own data.  
 
Shepherd Compello Limited Fair Processing Notice 
  
Our Fair Processing Notice forms part of our approach to ensuring commitment to data protection law: 
DOWNLOAD. The Form is part of a layered approach developed by various insurance market associations. 
It is intended to offer basic information about us and to show the reader where they may find more detailed 
information concerning our data protection practices. If we are dealing with you directly, as our client, we 
will provide you with a copy of this Form. Where we receive your information through your insurance broker 
or another intermediary, we will make a copy of this Form available to them. 
   
What Data Do We Collect?  
 
In order to provide our services as an insurance intermediary including advising on, arranging, placing and 
administering (potential) insurance policies, we may collect data about the policyholder and related parties. 
We may collect the following Personal Data: 
 

• Individual details: name, address, telephone number, email address, gender, date of birth, job title, 
employment history, nationality, place of birth, employer marital status. 

• Claims data: information regarding insurance claims. 
• Credit history and anti-financial crime data: including credit score, information regarding 

sanctions, financial crime history and regulatory and law enforcement actions. 
• Financial information: bank details, payment details and income data. 
• Policy information: information concerning your previous insurance history. 
• Insured risk: information about you which we need to collect in order to assess the risk to be insured 

and provide a quote. This may include data relating to your health, criminal convictions or other 
special categories of personal data that relevant to your enquiry. 

• Identification details: identification numbers issued by government bodies or agencies, passports, 
driving licences and online identifiers such as IP addresses. 

 
Health data: past and present information concerning physical and mental health, medical prescription 
data, medical history including procedures and lifestyle factors relevant to health including alcohol, drug 
use and smoking. 
 
Criminal convictions data: criminal records and/or driving offences. 

 
Special categories of personal data: including racial or ethnic origin, political opinions or trade union 
membership, religious and/or philosophical beliefs, biometric data and data concerning sex life or 
sexual orientation. 

 
How We Use Your Personal Data and Whom We Disclose it to 
  
The General Data Protection Regulation (GDPR) requires Shepherd Compello to establish a legal basis for 
processing your Personal Data. For each category of data that we process, the following table identifies 
what grounds we rely on in relation to the particular processing activity and whom we disclose it to: 

https://www.shepherdcompello.com/wp-content/uploads/2019/01/Shepherd-Compello-Fair-Processing-Notice-Short-Form-2019.pdf
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
Quotation or Inception    
Setting up a client relationship, 
including performing appropriate 
due diligence checks screening 
for sanctions and financial crime 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information  

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
to ensure that (potential) clients fit our risk 
parameters 
• Compliance with a legal obligation 

• Sanctions screening services 
• Anti-financial crime and anti-
fraud databases 

Special Categories of Personal Data  
 
• Credit and anti-fraud data 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in  the substantial public interest 
pursuant to the Data Protection Act  
• Your consent 

Checking credit history and other 
financial information  

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 

Personal Data 
 
• Legitimate interest of Shepherd Compello 
to ensure that (potential) clients fit our risk 
parameters 
• Compliance with a legal obligation 

• Credit reference agencies   

Special Categories of Personal Data  
 
• Credit and anti-fraud data 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
Analysing your insurance needs 
and the risks to be covered and 
matching your insurance needs to 
the appropriate insurance market 
participant for the correct 
premium 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
(seeking to insure that your risk profile 
matches the appropriate insurance market 
participant(s)) 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers 

Special Categories of Personal Data  
 
• Risk details 
• Previous claims 
• Credit and anti-fraud data  
• Health data 
• Criminal records data 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
• Your consent  

Administration of Your Insurance Policy 
General client care, including 
communicating with you 
regarding administration and 
requested changes to the 
insurance policy. Sending you 
updates regarding your insurance 
policy 

Personal Data 
 
• Individual details 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
(to correspond with clients, beneficiaries 
and claimants in order to facilitate the 
placing of and claims under insurance 
policies) 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
 Special Categories of Personal Data  

 
• Risk Details 
• Previous claims 
• Current claims 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
• Your consent  

 

Collection of premiums due for 
the purpose of paying onto 
insurers, returning premiums and 
paying claims 

Personal Data 
 
• Individual details 
• Financial information 

Personal Data  
 
• Performance of a contract with you  
• Legitimate interest of Shepherd Compello 
(where a debt is owed to us) 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
• Banks 
• Debt recovery agencies 
• Premium finance companies  

Claims Services and Processing     
Managing insurance claims 
including fraud detection, credit 
and anti-money laundering and 
sanctions checks 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
in servicing our contract with you to assist 
and enable you to make valid claims 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
• Loss adjusters 
• Lawyers 
• Expert witnesses  

Special Categories of Personal Data 
 
• Credit and anti-fraud data 
• Risk Details 
• Previous claims 
• Current claims  

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
• Your consent  
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
Initiating or defending legal 
claims 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
in servicing our contract with you to assist 
and enable you to make valid claims 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
• Loss adjusters 
• Lawyers 
• Expert witnesses 
• Courts or tribunals 

Special Categories of Personal Data 
 
 Health data 
• Criminal records data 
• Other sensitive data 
• Credit and anti-fraud data 
• Risk Details 
• Previous claims 
• Current claims 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
• Your consent  

Investigating fraudulent claims Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interest of Shepherd Compello 
in detection and prevention of fraud 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
• Loss adjusters 
• Lawyers 
• Expert witnesses 
• Courts or tribunals 
• Police and other government 
agencies established to tackle 
fraud 
• Anti-fraud databases 
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
 Special Categories of Personal Data 

 
•  Health data 
• Criminal records data 
• Other sensitive data 
• Credit and anti-fraud data 
• Risk Details 
• Previous claims 
• Current claims 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  

 

Renewing Your Insurance Policies    
Contacting you to discuss and 
arrange renewing your insurance 
policies with the same or 
different insurance providers 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Performance of a contract with you (or 
our client) 
• Legitimate interests (to correspond 
with clients, beneficiaries and 
claimants in order to facilitate the 
placing of insurance policies) 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  

Special Categories of Personal Data 
 
• Risk Details 
•Previous claims 
• Current claims  
 
 
 

Special Categories of Personal Data 
 
• Processing necessary for an insurance 
purpose in the substantial public interest 
pursuant to the Data Protection Act  
• Your consent 
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
Throughout the Insurance Lifecycle    
Transferring books of 
business, company sales 
and reorganisations 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 
• Marketing data 

Personal Data 
 
• Legitimate interest of Shepherd Compello 
(to structure our business appropriately) 
• Compliance with a legal or regulatory 
obligation  

• Group companies 
• Courts 
• Purchaser (potential 
and actual) 

Special Categories of Personal Data  
 
•Credit and anti-fraud data 
• Risk details 
• Previous claims 
• Current claims  

Special Categories of Personal Data  
 
•Your consent 

General risk modelling & 
underwriting 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 

Personal Data 
 
• Legitimate interest of Shepherd Compello 
(to build risk models that allow placing of 
risk with appropriate insurers and to allow 
accepting of risk with appropriate 
premiums where we are  performing an 
underwriting function as an agent of an 
insurer) 
• Performance of a contract with you (or 
our client) 

• Insurers/Underwriters 
• Other insurance intermediaries 
including brokers  
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Purpose of Processing Your Data Categories of Data Processed Lawful  Basis for Processing  Your Data Disclosures of Your Data 
 Special Categories of Personal Data  

 
•Credit and anti-fraud data 
• Risk details 
• Previous claims 
• Current claims  

Special Categories of Personal Data  
 
•Consent 
• Where underwriting, processing 
necessary for an insurance purpose in the 
substantial public interest pursuant to the 
Data Protection Act  

 

Complying with our legal or 
regulatory obligations 

Personal Data 
 
• Individual details 
• Identification details 
• Financial information 
• Policy information 
• Marketing data 

Personal Data 
 
•Compliance with a legal or regulatory 
obligation  

• PRA, FCA, ICO and other 
regulators 
• Police 
• Other insurers (under 
court order) 
• Insurance Fraud database  

Providing You With Information 
About Our Services 

   

Communications & marketing 
including: direct marketing, email 
marketing and marketing 
analytics  

Personal Data 
 
• Individual details 
• Marketing data and preferences 
• Identification details (including IP 
addresses) 

Personal Data 
 
• Legitimate interest of Shepherd Compello 
(to provide clients with relevant offers and 
information) 
• Your consent 

• Marketing analytics companies 
• Marketing automation platforms 
• Customer relationship 
management (CRM) system 
providers 
• Group companies 
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The London Insurance Market Core Uses Information Notice 
 
Insurance involves the use and disclosure of your Personal Data by various insurance market 
participants such as intermediaries, agents, insurers and reinsurers. The London Insurance 
Market Core Uses Information Notice (available: https://www.londonmarketgroup.co.uk/gdpr) 
sets out those core necessary Personal Data uses and disclosures. Our core uses and disclosures 
are consistent with the London Market Core Uses Information Notice. We recommend that you 
review this notice in full.  
 
Third parties with whom we may share your Personal Data may become data controllers in their 
own right. You may enquire for the details of those with whom we may have shared your 
Personal Data by contacting our Data Protection contact, whose details are below. 
 
Consent  
 
Where no other legal basis for processing applies, we rely on your consent to process your 
Personal Data, such activities are set out in the table above. In submitting your information to 
us, Shepherd Compello may use your information in the ways outlined in this Policy. You confirm 
that any information given by you is true and complete. Where you are providing any form of 
Personal Data to us on behalf of another, you further agree that you will not provide any 
information to us unless you have the necessary consent of the individual or individuals in 
question and that you will provide them with a copy of this notice, along with any other relevant 
notices that may be provided by us or other insurance market participants. You may withdraw 
your consent at any time by contacting our Data Protection Officer, the contact details of whom 
you will find below.  However we must notify you that, where we are acting as your insurance 
intermediary, any withdrawal of such consent will harm our ability to fairly represent you in the 
future.  
 
Profiling  
 
In order for the insurance market to operate effectively and efficiently, insurance premiums are 
calculated by benchmarking or comparing (potential) policyholders’ risk profiles against other 
policyholders’ risk profiles in attempt to determine how likely an insured event is to occur.   
To undertake this process, insurance market participants must compile and analyse information 
received from insureds to model the likelihood of such events occurring. As such Shepherd 
Compello and other insurance market participants may use your Personal Data to build models 
that help to determine insurance premium pricing. Generally such models will use anonymised 
data that cannot be traced back to an identifiable natural person.  
 
Shepherd Compello and other insurance market participants may also use similar techniques to 
help identify fraud patterns.  
 
 
 
 

https://www.londonmarketgroup.co.uk/gdpr
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Information Security Safeguards 
 
Shepherd Compello has in place electronic, physical and procedural safeguards to ensure that 
your Personal Data is protected. The safeguards in place vary depending on the sensitivity of the 
data in question. Such safeguards include firewalls, anti-virus software, security protocols on all 
devices and access controls. Access to your Personal Data will be restricted to relevant personnel 
and third parties outlined in the section How We Use Your Personal Data and Whom We 
Disclose it to. 
 
International Transfers of Personal Data 
 
As Shepherd Compello is a global insurance intermediary, we may transfer Personal Data outside 
of the European Economic Area (EEA). Where this is the case, we will ensure that Personal Data 
is only transferred out of the EEA in compliance with the GDPR and that such data is 
appropriately safeguarded.  
 
Retention of Your Personal Data 
 
Retention periods of your Personal Data vary depending on business needs and various legal 
requirements. We may retain Personal Data for as long as is necessary whilst the original purpose 
of processing continues. Where Personal Data is no longer required for the original purpose for 
which it was collected, we will either destroy the data or anonymise the data so it may not be 
traced back to an identifiable natural person.  
 
Your Rights 
 
The GDPR grants the following rights for individuals:  
 

1) The right to be informed: individuals have the right to be informed about the collection 
and use of your Personal Data. 

2) The right of access: individuals have the right to obtain a copy of your Personal Data as 
well as other supplementary information.  

3) The right to rectification: individuals have the right to have inaccurate Personal Data 
corrected and, where it is incomplete, completed.  If you think Shepherd Compello may 
hold incorrect Personal Data, please contact our Data Protection Officer.  

4) The right to erasure: in some circumstances, individuals have the right to be forgotten 
or to have their data erased.  

5) The right to restrict processing:  individuals have the right to request the restriction or 
submission of processing activities. This right is not absolute and only applies in certain 
situations.  
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6) The right to data portability: this right allows individuals to obtain and reuse their 
Personal Data for their own purpose across different services. Individuals may also 
request that their information be transferred from one IT environment to another in a 
safe and secure way.  

7) The right to object: individuals may have the right to object to processing of their 
Personal Data in circumstances where the Personal Data is processed for: a task in the 
substantial public interest, the exercise of official authority vested in Shepherd 
Compello and where Shepherd Compello relies on a legitimate interest as the grounds 
for processing. Individuals have an absolute right to stop their data being used for 
direct marketing activities.  

8) Rights related to automated decision making including profiling: solely automated 
decision-making, without any human involvement, with legal or similarly significant 
effects may only be carried out where the decision is: necessary for entering into or 
performance of a contract, authorised by law or based on individual’s explicit consent. 

Communications & Marketing 
 
We may use your Personal Data to contact you with newsletters, events information or company 
updates. Shepherd Compello does not sell, trade or rent your personal information to any other 
company or organisation. Your details will only be shared with third parties as set out in the 
section How We Use Your Personal Data and Whom We Disclose it to. 
 
We will respond to you in a timely manner to any requests to correct inaccuracies regarding 
your personal information and marketing preferences. To do so, please return the message 
containing the inaccuracies to the sender with details of the correction requested. 

If you do not wish to receive any further information from us either by email, please contact 
info@shepherdcompello.com with your instructions to us. 
 
Cookies and Use of Our Website  
 
Shepherd Compello operates www.shepherdcompello.com (the Site) and, like many companies, 
utilise cookies to enhance your browsing experience. Cookies are files with small amounts of 
data which may include an anonymous unique identifier. Cookies are sent to your to browser 
and are stored on the hard drive the device you are using to access the Site. 

 
The Site also utilises Google Analytics provided by Google, Inc. Google Analytics also uses cookies 
to analyse and track how users use the Site. The information will be used by us to understand 
how we may improve our Site and the user experience and to track where people are viewing 
the Site from, what pages they are viewing and what times they are visiting the Site. The 
information tracked by Google Analytics will include your IP address and will be transmitted and 
stored in Google’s servers in the United States of America. Google may pass this information to 
third parties if it is required to do so by law or where Google may use third parties to help process 

mailto:info@shepherdcompello.com
http://www.shepherdcompello.com/
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the data. By using the Site, you consent to the processing of this data about you by Google for 
the purposes set out hitherto.  
 
Depending on your browser, you may refuse the use of cookies. However this may affect the 
functionality of the Site.  
 
Updates to this Privacy Policy 
 
This Privacy Policy is effective as of 25th January 2019. We reserve the right to update or change 
our Privacy Policy at any time and you should check this Privacy Policy periodically. Your 
continued use of our services and this Site after we publish any modifications to this Privacy 
Policy will constitute your acknowledgment of the modifications and your consent to abide and 
be bound by the modified Privacy Policy. 
 
Contacts 
 
If you have any questions regarding this Privacy Policy or our practices or wish to make a 
complaint in the first instance, please contact our Data Protection Office in one of the following 
ways:  
 

In writing: The Data Protection Officer 
Shepherd Compello Ltd. 
55 Gracechurch Street  
London 
EC3V 0EE 

 
Phone:  +44 (0)207 378 4000 
Email:  info@shepherdcompello.com  
 
If you have concerns with the way in which Shepherd Compello is handling your Personal 
Data, you may contact the Information Commissioner’s Office (ICO). The ICO is the body 
tasked with regulating the handling of data in the UK. You may contact the ICO in the 
following ways: 
 
In writing:  Information Commissioner’s Office  

Wycliffe House 
Water Lane  
Wilmslow 

   SK9 5AF 
 
Telephone: 0303 123 1113  - UK only 
  +44 1625 545 7000 – Outside of the UK 
Website:  https://ico.org.uk/    

 
  

mailto:info@shepherdcompello.com
https://ico.org.uk/

